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This article shows that while cybercrime and counterfeiting are related 
phenomena, they do not necessarily form a single global hybrid system; each 
network retains its own characteristics. By juxtaposing our current conceptual 
understandings of cybercrime and counterfeiting, we destabilize both concepts 
and rethink the fundamentals. We also offer some analytical tools that can 
enable more focused and effective countermeasures. 
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Globalization has generated both an increasing upstream fragmentation of 
production processes and a widespread outsourcing of production to foreign 
countries. At the same time, a downstream fragmentation of consumption patterns 
has also occurred. More generally, traditional industrial business models have been 
disrupted in the age of the Internet. Faced with new threats, many actors have 
sought to control the counterfeiting of physical goods using measures that call for a 
rigid respect for intellectual property rights. This singular focus, especially in 
France, has led to the criminalization of consumers and Web intermediaries and a 
fixation on criminal organizations. 

We question whether this debate is based on reliable and valid sources of 



information, whether the actors involved really have the appropriate analytical 
tools, and whether the concept of counterfeiting itself, when applied to 
manufactured goods, may have changed with the advent of globalization and the 
Internet. To work through these issues, we employ concepts that go beyond the 
compartmentalized explanations framed in legal or technical terms that 
predominate in most analyses. We interpret the concept of counterfeiting not in a 
fixed way, but rather in interaction with the Internet, and in particular in 
conjunction with the concept of cybercrime. Our theoretical approach focuses on 
the analytical border zone between digital and nondigital universes, as “the digital 
and the non-digital work on each other, but they do not become hybrids in this 
process. Each maintains its distinct irreducible character” (Sassen 2007, 233). 

We start by discussing the complexity of the two concepts—counterfeiting and 
cybercrime—and the challenges of a dynamic approach that brings into play both 
concepts simultaneously. We thereafter examine the new forms of criminal 
organizations that have emerged and the centrality of search engines in the 
perspective that criminalizes e-consumers. Finally, we offer an interpretation in 
terms of risk, which highlights the emergence of a new “geography” and underlines 
the need for new analytic tools. 

COUNTERFEITING AND CYBERCRIME 

The word counterfeiting originates from the 13th-century Late Latin term contra 
facere, meaning “imitate” (Przyswa 2010). From an economic perspective 
counterfeiting can be defined as “the process of manufacturing and then pass- ing 
off through retail a copied object as an original in order to deceive someone that it 
is real” (Wall and Large 2010, 1099). However, it is not particularly useful to focus 
on an overly simplistic definition, as counterfeiting is “far from being limited to a 
struggle between ‘good’ and ‘bad’, emerges from complex relationships that are 
forged at the heart of a triangle formed by the logic of the market, the existence of 
standards available to all agents and the defense of monopolies based on the law” 
(Bessy and Chateauraynaud 1995, 29). Furthermore, what is authentic itself is open 
to debate (Bessy and Chateauraynaud 1995). 
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